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HpVIBCITHOCTb — AIOAM 3HAIKOT, KTO Bbl, HO HE 3HAIOT, HTO Bbl AEAQETE.

AHOHMMHOCTb — AIOAM 3HAIOT, YTO Bbl AEACETE, HO HE 3HAIOT, KTO Bbl.
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Y3HATb CBOM IP-aApecC:
hitps.//resolve.rs
hitps:.//www.dnsleaktest.com/ (Takxke MOXHO NPOBEPUTL CBOM IP HO HaOAMYME yTevek DNS)

Resolve.rs Test complete

DNS (Domain Name System) is a key part of the internet: it maps human-readable domain names (like wikipedia.org) to the corresponding

numeric IP address (like 208.80.154.224). The servers that do this mapping are called resolvers.

Open DNS Resolvers

You do not have to use your ISP's DNS resolver. Here
are some alternatives that may better suit your needs.

List of alternative resolvers

Your IP Address

Reverse DNS:
ASN: PJSC Moscow city telephone network (25513)

DNS Lookups

Lookup a hostname across all the open resolvers

More...

Tools

Random tools | made that needed a good home.

Details...

X Your Nameservers

1 aciress N

Reverse DNS: not found
ASN: PJSC Moscow city telephone network (25513)

How this works

Your Location

IP Geolocation uses your IP address to guess your
approximate location.
Your location: Moscow, Russia: 55.7483, 37.6171

More...

Reverse DNS Lookup

Given an IP address, find the corresponding hostname

More...

API

Most of the pages have a corresponding JSON and/or
text endpoint that you can call.

Details...

g u + Contact * Validate HTML

Query round Progress... Servers found

Hostname

None

I None

2

ISP

Moscow City Telephone Network

Moscow City Telephone Network

What do the results of this test mean?

Country

Moscow, Russian Federation -

Moscow, Russian Federation —

» The servers identified above receive a request to resolve a domain name (e.g. www.eff.org) to an IP address everytime you enter a website address in

your browser.

» The owners of the servers above have the ability to associate your personal IP address with the names of all the sites you connect to and store this
data indefinitely. This does not mean that they do log or store it indefinitely but they may and you need to trust whatever their policy says.

« If you are connected to a VPN service and ANY of the servers listed above are not provided by the VPN service then you have a DNS leak and are
choosing to trust the owners of the above servers with your private data.

Dnsleaktest.com is proudly brought to you by IVPN, an open-source, audited, no BS, no logs, VPN provider run by privacy advocates.



https://resolve.rs/
https://www.dnsleaktest.com/
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Y3HATb CBOM IP-QAPEC MAM MECTOMNOAOXKEHME AlODOTO IP-aapeca:

hitps://resolve.rs/ip/geolocation.html

[TOKA3bIBAET TOPPEHTbI, KOTOPbIE ObIAM CKAYAHbI C YKA3AHHOTO IP-aapeca:
hitps://iknowwhatyoudownload.com

IP Address Geolocation aoutus | [ Find IP

Geolocating an IP address is not an exact science. It depends on data collected (or volunteered by the community), and needs constant
updates.

Results for_ Torrent downloads and distributions for IP_

ASN: PJSC Moscow city telephone network (25513) m m m m PJSC Moscow city telephone network
Provider Results _is your IP address.

AbstractAPI ¥ RU: Moscow, Moscow, Russia: 55.7483, 37.6171
{
Tpoaddness Use internet connection of other people (Wi Fi, their computers, tablets and smartphones) to know what they download in torrent network, spy_on them via special generated link

"city": "Moscow",
“region”: "Moscow”,
“region_geoname_id": 524894,

"postal_code”: "129226",
“country”: "Russia”,

“country_code": "RU",
11 okT. 2022 1., 12:11:55 14 okt. 2022 1., 13:53:40 Movies Westworld 21.81GB

"country_geoname_id": 2017376,

"country_is_eu": false,

“continent": "Europe", 10 okT. 2022 1., 19:04:41 10 okT. 2022 1., 19:04:41 Movies Ozark 37.69GB
“continent_code": "EU",
“continent_geoname_id": 6255148, 10 okT. 2022 r., 18:55:09 10 okT. 2022 r., 18:55:09 Movies Westworld 29.81GB
"longitude": 37.6171,
"latitude": 55.7483,
"security”: {
“is_vpn": false
IS
“timezone": {
“name": "Europe/Moscow”,
“abbreviation": "MsK",
"gmt_offset": 3,
"current_time": "15:03:58",
"is_dst": false

Follow Us

IS
"flag": {

“emoji”: "Ru",

“"unicode”: "U+1F1F7 U+1FIFA",

“"png": "https://static.abstractapi.com/country-flags/RU_flag.png",

"svg": "https://static.abstractapi.com/country-flags/RU_flag.svg"
s
"currency”: {

“currency_name”: "Ruble”,

"currency_code": "RUB"
s
"connection”: {

"autonomous_system_number":



https://resolve.rs/ip/geolocation.html
https://iknowwhatyoudownload.com/
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BaLu IP-aapec

Y3HauTe, 9BAGETCS AU IP-QAPEC (MOAO3PUTEABHbBIMY:
blacklists.aspx

Did you intend to search across the file corpus instead? Click here SuperTool est7

(D No security vendor flagged this IP address as malicious

AS 25513 ( PJSC Moscow city telephone network )

X Community Score V'
DETECTION DETAILS RELATIONS COMMUNITY

Security Vendors' Analysis
0xsl_f33d
Acronis
AICC (MONITORAPP)
alphaMountain.ai
Armis
Avira
Baidu-International
Bfore.Ai PreCrime
Bkav
Certego
CINS Army
Comodo Valkyrie Verdict
Cyan
Cyble
desenmascara.me
Dr.Web
Emsisoft
ESET
Forcepoint ThreatSeeker

G-Data

Abusix

ADMINUSLabs

AlienVault

Antiy-AVL

AutoShun

BADWARE.INFO

benkow.cc

BitDefender

Blueliv

Chong Lua Dao

CMC Threat Intelligence

CRDF

CyberCrime

CyRadar

DNS8

EmergingThreats

EonScope

ESTsecurity

Fortinet

Google Safebrowsing

(@ We notice you are on a blacklist. eI SISEECTERTERIRREE TS

Checking |against 82 known blacklists.

Listed 3 times with 2 lmeouts

Blacklist Reason
QusTED hvas listed | Detai
QusTeDd . d | Detail
QLisTED was listed | Detail
Qox
Qox
ok
@ oK
Qok
Qo
Qo
©ok
@0«
QoK
Qo
@K
@ox
@ox
o«
Qo
QoK
QoK
@0k
@ ok
©ok
Qo

ResponseTime

 blacklist



https://mxtoolbox.com/blacklists.aspx
https://www.virustotal.com/gui/home/search

BaLu IP-aapec

PermctpaumoHHas MHdbopmaums IP:
https://whois.domaintools.com/
Y3HQATb, MOAKAIOYEHbBI AW Bbl Yepe3 Tor
hitps://check.torproject.org

IP Information o ||

= Quick Stats

IP Location Russian Federation Moskva Moscow Local Telephone Network (oao Mgts)

ASN
Resolve Host

Whois Server whois.ripe.net

% abuse contact for |G

inetnum:
netname:
descr:
country:
admin-c:
ttech-c:
status:
mnt-by:
created:
last-modified:
source:

admin-c:
admin-c:
admin-c:
tech-c:
itech-c:
tech-c:
abuse-mailbox:
nic-hdl:
mnt-by:
created:
last-modified:
source:

route:

descr:

desc

origin:
mnt-by:
created:
last-modified:
source:
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Sorry. You are not using Tor.

Your IP address appears to be: _

If you are attempting to use a Tor client, please refer to the Tor website and specifically the frequently asked questions.

Donate to Support Tor

Tor Q&A Site | Volunteer | Run a Relay | Stay Anonymous

The Tor Project is a US 501(c)(3) non-profit dedicated to the research, development, and education of online anonymity and privacy. Learn More »

JavaScript is enabled.


https://whois.domaintools.com/
https://check.torproject.org/
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BaLLM 3anpocs! DNS 1 IP _——

@dukera
unencrypted encrypted Tor Hidden DNS Service nam ODoH (Ob"ViOUS
DNS over HTTPS) OAHOKO 3TM METOADI
HTTPS with Unencrypted DNS and without ECH NPEAOCTABAIOTCS TOABKO Cloudflare:

Client Hello B
<—DNS request— } pe—rrm hitps://blog.cloudflare.com/welcome-hidden

—DNS response— I} HTTPS request—» 17 -resolver/

DNS Server < HTTPS response somewebsite.com

https://blog.cloudflare.com/oblivious-dns/

HTTPS with Encrypted DNS without ECH
P ECAM eCTb OnbIT B LINUX, TO MOXXHO

@ _— (Client Hello—»

— . paccmotpeTtb DoHoT (DNS yepe3 HTTPS yepes
h (A -<4+—Server Hello o TOF)'
—DNS response—» Hi§ HTTPS request—»

DNS Server <4 —-HTTPS response

<4+—DNS request

somewebsite.com

https://aithub.com/alecmuffett/dohot

HTTPS with Encrypted DNS and ECH

—Client Hello—»
| < Server Hello
DNS response—# QM —_HTTPS request—»

DNS Server < HTTPS response somewebsite.com

<t DNS request



https://blog.cloudflare.com/welcome-hidden-resolver/
https://blog.cloudflare.com/welcome-hidden-resolver/
https://blog.cloudflare.com/oblivious-dns/
https://github.com/alecmuffett/dohot

MeTaAQHHbIE

AQHHblE, KOTOPble cobumpaeT o Hac Google:

DuckDuckGo Privacy Browser

®

Data Linked to You

ng data may

Analytics

< Location

[P User Content

Browsing History

dentifiers

Usage Data

Diagnostics

Other Data

¢

Google Chrome

®

Data Linked to You

Product Personalisation
4 Location
@ Browsing History

B8 [dentifiers

sl Usage Data

App Functionality

om Financial Info

Location

User Content

Browsing History

Identifiers

Usage Data

Diagnostics

Other Data

Third-Party Advertising

< Location

@ Ssearch History
H

@ Browsing History

il Usage Data

Developer's Advertising or
Marketing

< Location

@ contactinfo

Search History
1

@ Browsing History

B8 (dentifiers

o8l Usage Data

Analytics

< Location

Contact Info

Contacts

User Content

Search History

Browsing History

Identifiers

Usage Data

Diagnostics

Other Data
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®

Data Linked to You

Product Personalisation App Functionality

4 Location o Financial Info

< Location
Contact Info

Contact Info
User Content

Search History
, Contacts

Browsing History
H User Content

Identifiers

Usage Data Search History

)
Browsing History

Identifiers
Usage Data

Diagnostics
i

Other Data
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KOMNAHMS, KOTOPAS NPOAAET MPABOOXPAUHUTEABHBIM OPTAHAM MPOAYKTbI AAS QHAAM3A AKTUMBHOCTM B

COLL. CEeTax:
https://mediasonar.com/

BOT npumep, C MOMOLLLBIO KOTOPOTO Bbl COMM MOXETE YBUAETb B PEAABHOM BPEMEHU OTCAEXMBAHME
BALLIMX AEUNCTBMM. TpeBYETCS BKAIOYEHHBIM JavaScript:

hitps://clickclickclick.click

| Achievements »
Subject is very slow. 47%
Subject is back. Welcome!

Subject has declined to use webcam.

Subject's window inactive for thirty seconds.

No movement for ten seconds.

Subject suddenly moved to another direction.

Subject has moved nonstop for ten seconds.

Subject has dragged outside the button to the button with a right click.
Subject has tried to drag the body onto the button.

Subject has doubleclicked on something but not on the button.
Subject logged in at 15:43:09 during office hours.

15:43:09 and subject has made the window as big as possible.

Subject clicked the button
(please click the button)



https://mediasonar.com/
https://clickclickclick.click/
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CepBUMCbI KOTOPbIE MO3BOANOT OTCAEXMBATL OMEPALMNM
C KPUMTOBOAIOTAMM:

hitps://ethtective.com/
https:
https:

blockpath.com

oxt.me

= 39,4500

= 50,0000

18 0000: 200,0000
B = 20000 55 0000
= 50,0000

= 20,0000

g = 59,0994

Overview

@dukera

01/03/2009 - Present

1LTvYhbpur5nZMe3hifMGgq28MMBzR...

Balance: 0
Transactions: 38

Edit Search

1LTvYhbpur5nZMe3hifMGgq28MMBzRgNdC

Transactions

Sep 1, 2015
6:01 AM

Aug 26, 2015
6:22 PM

Aug 12, 2015
6:35 PM

Aug 12, 2015

9x25be8156 1414625420233 2790907 4heE5a535 + 6:35 PM

Jul 1, 2015
4:31 AM

Jun 30, 2015

First Seen Received

Last Seen

Sent

Money Received

a7286a5b52df7adf5a65252f235ce9c166770d5330e51e572dfff15d93b089cc~
148b55c852bb8f80a1065d98bda36987309ad91f2a3b31340f1de75165a7385b~
722faba3d3c726cle34f2bc77860be089a4629265cd6be709da2b284d4be757b~ - 4.0678969
efba60daf2542b349e9221505b3bab0ac01cadbd6f1a03093d356d0abdfal9c3~ + 4.0678969

f9844c27b9e6886dedb7942c96fb3bdbec22e0484de1204bb7629253ca0662fe~ -3.17626397



https://ethtective.com/
https://blockpath.com/
https://oxt.me/
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[TPOEKTLI, KOTOPbIE MOTYT MOMONb Magnet AXIOM is purpose-built to recover, process, and analyze digital evidence from a variety
3SAOYMBILLACHHUKY NPOAHAAMIMPOOBATD of sources regardless of whether you use AXIOM or third-party tools to acquire your data.
BALLM ODAQYHbIE AQHHbIE:

https://www.magnetforensics.com/pro

ducts/magnet-axiom/ TQ D

A ///)

https://cellebrite.com/en/ufed-cloud/

MOBILE COMPUTER CLOUD
EAMHCTBEHHbBIM COCOD 0H6E30MACUTD
Ce69| - LIJI/ICprBCITb ACHHbIE RecoveAr data .from i0S gnd Andrmd Rec9ver deleted dgta and analyze Process and examine data from
devices with the artifact first evidence from Windows, Mac, warrant returns, user-generated
CAMOCTOATEABHO approach of AXIOM to get the most Chrome, and Linux devices archives, and live cloud services,

relevant evidence for the most including browser history and with artifacts from 50+ of the most
popular applications. deleted files. popular cloud services.

nore about Mobile Capabilities Learn more about Computer Capabilities | earn more about Cloud Capabilities

GET A FREE TRIAL



https://www.magnetforensics.com/products/magnet-axiom/
https://www.magnetforensics.com/products/magnet-axiom/
https://cellebrite.com/en/ufed-cloud/
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&\V'}A

OT1neYvyaTkm BaLLEero 6paysepda 1 YCTPOUCTBA — 3TO
HAOOOP CBOMCTB/BO3MOXHOCTEM BALLIEM
CUCTEMbI/Opay3epa.

BoAbLLIE MOAPOBHOM MHADOPMALIMU U NMYDAMKALIMN.

https://amiunigue.org/links

https://brave.com/brave-fingerprinting-and-privacy-bud

gets/

YCTOMYMBOCTb K COOPY OTMEYATKOB CAMA MO CeDE MOXET
ObITb MCMOAB3OBAHA AAL OTMEYATKOB NMAAbLLEB:

https://palant.info/2020/12/10/how-anti-fingerprinting-ext
ensions-tend-to-make-fingerprinting-easier/



https://amiunique.org/links
https://brave.com/brave-fingerprinting-and-privacy-budgets/
https://brave.com/brave-fingerprinting-and-privacy-budgets/
https://palant.info/2020/12/10/how-anti-fingerprinting-extensions-tend-to-make-fingerprinting-easier/
https://palant.info/2020/12/10/how-anti-fingerprinting-extensions-tend-to-make-fingerprinting-easier/
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CAPTCHA A

COBpPEMEHHbIE KAMYM MCMOAB3YIOT CAEAYIOLLIME METOAbI MPOBEPKM,
4TO MO3BOASET COBUMPATL OTNEYATOK MOAb3OBATEAY: To PROCEED, CLICK
ALL THE PICTURES OF

MINES

- MPOBEPAOT BALL Bpay3ep, doanAbl Cookie 1 MCTopUIO
NOCELLEHHbIX CTPAHMLL C MOMOLLLBIO OTMEYATKOB Opay3epda

- OTCAEXMBAIOT ABMXKEHMS BALLIETO KYPCOPA (CKOPOCTb, TOYHOCTb)
- OTCAEXMBOHME MOBEAEHMA AO, BO BPEMS U MOCAE TECTOB

PacLwimpeHnmne Buster aag Opay3epoB, KOTOPOE MOXET 30 BAC
peLmntb reCaptcha:

https://github.com/dessant/buster



https://github.com/dessant/buster
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CAY>XObl, KOTOPbIE Bbl MOXETE MCMOAb3OBATH AAS rorker ooccann O

I_IpOBepKM OTI—I eLI OTKOB: N Mozilla/5.0 (Windows NT 10.0; Win64; x64)

ru-RU (1 ponnap ClA) AppleWebKit/537.36 (KHTML, like Gecko)
By Chrome/106.0.0.0 Safari/537.36

hitps.//abrahamijuliot.github.io/creepis/ Europe/Moscou (-180) -

Windows (Win32)

h-I--I-S. ! Omiu ni ;l ;I Google Inc. (AMD) Windows 10 (64-bit)
= = ANGLE (AMD, Radeon Pro 580 Direct3D1l vs_5_0 cores: 4, ram: 8
ps_5_0, D3D11)
userAgentData:

https://browserleaks.com

Google Chrome 106 (106.0.5249.119)
Windows 10 (2004|20H2|21H1) [10.0.0] x86_64

hitps://www.deviceinfo.me/

Similarity ratio @

Attribute m Value WebGL 6cd98ae2 Screen c8d3811c

User agent © Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/106.0.0.0 Sa images: | 8f22af98 --~SC0een: 2560 x 1440
fari/537.36 pixels: 73a293el 5 ....avail: 2560 x 1400

params (78): 926bfffb touch: false

Accept @ text/html,application/xhtml+xml,application/xml;q=0.9,image/avifimage/webp,image/apng,’/*;q=0.8,applicati exts (47): cead6del depth: 24 | 24

on/signed-exchange;v=b3;q=0.9 ’
gpu: ) viewport:

Content encoding @ gzip, deflate, br
Google Inc. (AMD)

Content language @ . ru-RU,ru;q=0.9,en-GB;q=0.8,en;q=0.7,en-US;q=0.6 ANGLE (AMD, Radeon Pro 580 Direct3D11l vs_5_0
ps_5_@, D3D11)
Upgrade Insecure Requests @ . browser
landscape
landscape-primary
2

Referer @ https://amiunique.org/
headers.sec-ch-ua.name @ X "Chromium";v="106" "Google Chrome";v="106", "Not;A=Brand";v="99"
headers.sec-ch-ua-mobile.name @ 20

headers.sec-ch-ua-platform.name @ "Windows"



https://abrahamjuliot.github.io/creepjs/
https://amiunique.org/
https://browserleaks.com/
https://www.deviceinfo.me/

Moscow OSINT meetup Ne3 [
METOAbI QHOHMMM3ALMM B CETU: | o

ApYyrme Mmepsbl NPEAOCTOPOXHOCTH SR A~

@dukera

PUHAHCOBbLIE Onepaumu: BonTtu 4yepes Kakyro-AMb6o naatcopmy:

[TAQTdOOPMA MOXKET NOTPEDOBATL BbIMOAHMTb «3a4emM CaOMMM NPOBOAMTL MPOBEPKY
JOUHAHCOBYIO TPAH3AKLMIO HO HEDOABLLIYIO CYMMY MOAb3OBATEAEM, ECAM Mbl MOXEM MPOCTO
NOMPOCUTb ARYIMX PA30OPATLCH C DTUMED))
OY4YEBMAHO, 3TO ELLLE OAMH METOA MPOBEPKM
AMYHOCTU U AEAHOHUMM3ALLNM Camt MOXET NPEAAQraTb ABTOPM3ALMIO Yepes
Google, Facebook, VK 1 tA. AAq cepBmca 310
boAee YyAODHbIM CNOCO0 cobumpaTtb O BAC
MHdoopMaALMIO




Yctpomctsa Wi-Fi 1 Bluetooth

OTCAEXMBAHME ABUXKEHMIM OCHOBBIBASCb HO PAAMOMNOMEXAX:

hitp://rfpose.csail.mit.edu/

hitps://www.youtube.com/watch2v=HgDdaMy8KNE

It also works in poor
lighting conditions

Moscow OSINT meetup Ne3
MeTtoabl AHOHWMMM3ALLWK B CeTu:
KOK MCKQATb, HO HEe ObITb

HAOMAEHHbIM
@dukera

A



http://rfpose.csail.mit.edu/
https://www.youtube.com/watch?v=HgDdaMy8KNE
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YctpowmcTtsa Wi-Fi 1 Bluetooth e W
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Cnocob NMoOACYHETA AIDAEM B MOMELLLEHMM C MOMOLLLBIO Wi-Fi:
hitps://www.news.ucsb.edu/2021/020392/dont-fidget-wifi-will-count-you

Time —>»

P1 . : [

P2 1
P3 [ 1|
P4 [

P5 _ =

Aggregate _I_I_l I

Process

W ESUTE L ST T N B BT

Crowd Fidgeting Period: A time period where
at least one person is fidgeting

Crowd Silent Period: A time period where no Crowd Silent Periods (CSPs)

one is fidgeting



https://www.news.ucsb.edu/2021/020392/dont-fidget-wifi-will-count-you
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COUMAAbHbIE CETM MOTYT MCMOAb30OBATL PACLUMPEHHOE PACMO3HABAHME AMLL.
Hanpumep, Bbl B AKOOM MOMEHT MOXETE OKA3ATLCH HA HEM-TO DOTOTPAdOUM, O MOCAE NMYOAUKALLMM,
COLMAABHQOS CETb PACMNO3HAET HA HEW BALLIE AULLO C MPMBA3KOM K TEOAOKALMM 1 BPEMEHM




e e &=
POCNO3HOBAHME MOXOAKM M BHELLIHOCTM sz [EN
v

[AaTdoopmbl Google 1 Facebook y>xe 3HAKOT KTO Bbl
MO CAEAYIOLLIUM MPOUYNMHOM:

1. [TOTOMY 4TO Y BAC €CTb MAU BbIA MPOODOUAL C HUMMU,
1 Bbl MAEHTMAOMLIMPOBAAM CEO4

2. AOXXE €CAM Bbl HUKOTAQ HE CO3AQBAAM MPOOUAL HA
DTUX MAATAOOPMAX, OH BCE PABHO Y BAC MOXET ObITb

3. [TOTOMY HTO APYTME AIOAM OTMETUAM BAC UAM
MAEHTUCDUMLIMPOBAAM BAC HA CBOUX OOTOTPACDMAX

4. NIOTOMY 4YTO APYIME AIOAM MOMECTUAM BALLIE
M30OPAKEHME B CBOM CMMCOK KOHTOKTOB, KOTOPbIM
OHM 30TEM MOAEAUMAMCH C HUMM



Moscow OSINT meetup Ne3
MeTtoabl AHOHMMM3ALMK B CeTu:
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Y o ata commonly capture
AydLumm crnoco® oOMAHYTb CUCTEMY D | d
HOCUTb CBODOAHYIO OAEXAY, KOTOPAS by eye trackers
CKPOET ABUXXEHMUA BALLIMX MbILLILL.

eye opening and closure

(e.g., blink duration and frequency,

CrnocoObl, KOTOPbLIMKM MOXHO YOCTMHHO IR e ki
MAM MOAHOCTbBIO MCKAIOYUTD
PACMNO3HABAHME AMLL: eye movements

\ (e.g., gaze fixations, saccades,
\ | smooth pursuit, ocular tremor)

- Hocutb macky

2 A i 1. | eyestatus 1
- Hocwutb ronoBHOM yOOP - | 0, reddonest: |
- HOCUTb COAHLLE3ALLIUTHBIE OYKM it il

(e.g., pupil size,
pupil reactivity)

iris characteristics |
(e.g., eye color,
iris texture)
\

facial attributes

(e.g., wrinkles, eye shape, |
skin color, facial expressions) |

@dukera

concussion

geogrgphical chronic pain
origin -
- vision
physical [ disorders
health -
biometric ohesly
a identity Parkinson's

disease

cultural
background | ,depression

PTSD

mental autism
possible health

inf eating
inference , i
extroversion disorders
of personal

information neuroticism
traits curiosity chemistry
chess
skills and sports
languages
workload sleepiness

) alcohol
expectations

iti tobacco
cognitive memories
progesses drug cocaine
internal 5
reasoning consumption | .

mental computation ) cannabis
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CneumanbHble o4k «Reflectaclesy:
hitps://www.reflectacles.com/

EcAn y BOC ecTb 3D-NPUHTEP, Bbl MOXKETE MONPOOOBATh M3MEHUTb
CODOCTBEHHYIO MOXOAKY:

hitps://aitlab.com/FG-01/fg-01

$168.00
V Lens Shade:
- Select Lens Shade v
e Quantity:

1

ADD TO CART

< Share

DSBEEARIN -

Ghost uses a frame-applied material that reflects both infrared
and visible light. In low light environments they will maintain
your privacy on cameras using infrared for illumination and
also block 3D infrared facial mapping during both day & night.
The visible light reflection can make you anonymous in
images/videos using a flash in low light.

w
N,
shllbin

Vi e Product Details
Weight: U4k grams
Temple Length: 1L40mm (bendable)



https://www.reflectacles.com/
https://gitlab.com/FG-01/fg-01
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IMEI 11 IMSI MOXXHO OTCAEAMTH OAQrOAQPS CAEAYIOLLMM ODCTOATEABCTBAM:
1. MOBUMABHbIE ONMEPATOPLI XPAHIT B CBA3ke IMEI 11 IMSI

2. B XXypHAAQX AQHTEHH TAKXE OYAET XPAHUTLCH IMSI 1 IMEI. OHU
PETMCTPUPYIOT KOMOMHALMMK IMEI/IMSI, KOTOPbIE MOAKAKOYEHBI K HODOPY
AQHTEHH A TAKXE MOLLIHOCTb CUTHAAQ

3. TOKMM OBPA30M MOXHO OTCAEAUTb MPOAQXKY/MOKYNKY HOBOIrO
TeAedOOHA €CAM BALL OCHOBHOM TEAECDOH HOXOAMACA MPM BAC

4. TAKKe MOTYT MCMNOAb30BATLCA CNELIMAAbHbIE YCTPOMCTBA BPOAE Stingray
mam Nyxcell. 21 yCcTpomcTBa BbIAQKOT Cebs 30 OA30BYO CTAHLMIO U
3ACTABAGIOT ONpeAeAEHHbIM IMSI MOAKAIOHATLCH K HEM AAS AOCTYMA K
COTOBOM CETU




YCTPOMCTBA C NOAAEPXKOM RFID

[Tonmepsbl YCTPOUCTB C NoaAsep>XKom RFID:
- OQHKOBCKME KAPTbI C MOAAEPXKKOM OECKOHTAKTHOIO NAQTEXA
- NFC B TeaedoHe

- KAPTbl AOSABHOCTHU MATA3MHOB

- TPAHCMOPTHbLIE MAQTEXHbIE KAPTbI
- KApTbl AOCTYMQ

- KAKOYM OT MALLMHbI (He BCe)

- KAIOYM OT AOMOCPOHA

- RFID meTkn HO NpeAMETAX/OAEXAE

Moscow OSINT meetup Ne3
MeTtoabl AHOHWMMM3ALLWK B CeTu:
KOK MCKQATb, HO HEe ObITb
HOMAEHHBIM

@dukera
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YCTPOUCTBA C NoAAeP>XKOM RFID T iy

@dukera

AHTEHHbI CNOCOBHbI CYUTLIBATL METKM RFID HO paccToaHmm A0 15 MeTpOB

CYLLLECTBYIOT M3AEAMA, CNOCOOHbIE 3ALLIMTUTL RFID METKM OT SAEKTPOMATHUTHbBIX BOAH
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HTO AASQ DTOFO HY>XHO?

1. TTOHMMQTB, OT HYEro TPEeBYETCH CKPbITLCH

2. HaOXxoAnTbCa B 6E€30MNACHOM MECTE BE3 KOMEP BUAEOHADAIOAEHMI M CMAPTAOOHA
3. UMeTb AHOHUMHbBIM HOMEP TEAETOOHA

AOAXHA ObITb MPOAYMAHA MOAHAS AETEHAC BALLIEFO NEPCOHAXA:

- Bospacrt -  CoOCTOB CEMbU, ECAM ECTb

- [loa - CeMmenHbIn CTaTyC, ECAM ECTb
- OTHMYECKAd MPUHAAAEXHOCTb - 93bIKM

- MecCTO POXAEHMS N AQTA POXKAEHMUS - OnbIT pabOThHI

- MeCTO XUTEABCTBA - CoOCTO9HME 3A0P0BbS

- CTpaHA NpOMCXOXKAEHMS - BepowmcnoseAaHue

- [locelleHHble CTPAHDI - Yeprtbl XapakTepa

- Xob6U 1 MHTEPECHI - Uean

- HNcTopura cembi



CoO3A0HME HOBbIX AMMHOCTEM

Moscow OSINT meetup Ne3
MeTtoabl AHOHMMM3ALMK B CeTu:

CoUMAAbHbIE CETU MOTYT NMCKATb NOAO3PUTEAbHbBIE BELLLIM B BALLUMX AAQHHbBIX, HANMPMMEP.

IP-aApec 13 CTpAHbI, OTAMMHOM OT CTPAHbI BALLETO NPOdOUMAS

BO3PACT B MPOMOMAE HE COOTBETCTBYET BO3PACTY HO AOOTO

HALUMOHOABHOCTb B NPOdOMAE HE COOTBETCTBYET HAOLMOHAABHOCTM HO dOOTO

93blK HE COOTBETCTBYET 43blKY CTPOHbI

HEM3BECTHbIM B YbMX-AMOO KOHTAKTAX (MMEETCH B BUAY, YTO HUKTO APYron BAC HE 3HAET)
OAOKMPOBKA HACTPOEK KOHAOUAEHLMAABHOCTU MOCAE PEMMCTPALMM

MMF, KOTOPOE HE COOTBETCTBYET STHMHECKOM MPUHAAAEXKHOCTU/A3bIKY/CTPAHE

KAK MCKQATb, HO HE OblITb

HOMAEHHbIM
@dukera

Af
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HekoTopblie MAATAOOPMbI/MPUAOXKEHUSI TPEOYIOT, YTOObI Bbl CAOOTOTPAdOMPOBAAM CEDS BXXMBYIO.

MeToAOM OBXOAQ MOXET ObITb MCMOAL3OBAHME AMNADEMKA faceswap:

B HEKOTOPbBIX CAYHAsX TPEDYETCS (3AMEHA AMLLAN MPIMO B KOMEPE, A HE HO dPOTO:

<

,j DeepFacel ve

Real-time face swap for PC streaming or video calls

from a zerotoa hero. ..
Just follow setup tutorial



https://github.com/deepfakes/faceswap
https://github.com/iperov/DeepFaceLive
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MeTtoabl AHOHMMM3ALMK B CeTu:

CO3A0HME HOBbLIX AMMHOCTEM R TR
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MHCTPYMEHTbI, KOTOPbIE MOTYT MOMOYb B CO3ACHWMMU AMYHOCTEM:

hitps:.//www.fakenamegenerator.com/
hitps://thispersondoesnotexist.com/

FAKE NAME GENERATOR™
Name Generator Free Tools Order in Bulk Smiley Generator FAQ

Your Randomly Generated Identity

Gender Random v These name sets apply to this country:
American, Hispanic
Name set  American v

Country  United States ¥

Advanced Oations

Robert S. Frye
2708 Morgan Street
Tallahassee, FL 32301

Curious what Robert means? Click here to find out!

Mother's maiden name  Montgomery

SSN 595-02-XXXX
Logged in users can lick here

view full socia < -
A Geo coordinates 30.349463, -84.245839
security numbers and

can save their fake

names to use later. PHONE
)-528-
8* signin Phone 850-528-1746
Country code 1

BIRTHDAY

Birthday March 5, 1972
Age 50 years old
Tropical zodiac Pisces

ONLINE

Email Address RobertSFrye@jourrapide.com

Username Chapill72
Password Aj7aiksaeth
Website fgfxuhm.com

Browser user agent Mozilla/S.0 (Macintosh; Intel Mac OS X 10_14_4)
AppleWebKit/605.1.15 (KHTML, like Gecko) Version/12.1

FINANCE

MasterCard 5586 4315 3171 8706
Expires 3/2025

cve2 161

EMPLOYMENT

Company €l Moore Inc



https://www.fakenamegenerator.com/
https://thispersondoesnotexist.com/
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MHCTPYMEHTbI, KOTOPbIE MOTYT MOMOYb B CO3AAHUM AMMHOCTEM:
hitps://generated.photos/face-generator

Takke ¢ nomoLLbto npoekTa StyleGan MOXXHO CAOMOMY CO3AABATb M30ODPAXKEHME:
hitps.//qaithub.com/NVlabs/stylegan2

BOHYCOM MOXHO CAEAQTH M30DPAXKEHUNE MOABMXKHBIM:
hitps://www.myvheritage.com/deep-nostalgia

o -
A Y

€D MyHeritage



https://generated.photos/face-generator*
https://github.com/NVlabs/stylegan2
https://www.myheritage.com/deep-nostalgia
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CoO3A0HME HOBbIX AMMHOCTEM FACA A

@dukera

TAKOro adphdoekta MOXHO AODUTLECH CAOMOCTOITEABHO:

https://github.com/AliaksandrSiarohin/first-order-model Speaking Portrait

Enabling photor

Takxe AOCTYNneH TaKOM CEPBUC:

https://www.d-id.com/talkingheads/

Face-swap

H eO6XOAM MO: It is possible to moc#fy tle lethod toTPerform face-swap using supervised segmentaton masks.
- YYUTBIBATb MPEABICTOPUIO AMHHOCTEM

- ICMOAb30OBATb PA3HbIE HOMEPTA TEAETDOHOB AA4
KOXXAOM AMYHOCTM.

- AAQMTUPOBATL CBOIO PEYL K AUYHOCTU
- CHU3MTb BEPOITHOCTb CHATUS OTNEYATKOB Opay3epda

For both unsupervised and supervised video editing, such as face-swap, please refer to Motion Co-Segmentation.



https://github.com/AliaksandrSiarohin/first-order-model
https://www.d-id.com/talkingheads/
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CepBUCHI AAT CO3AAHMI AMMHOCTEMN:
https://randomdatatools.ru/
https://randus.org/

OHMNanH BepCUS

ECnu BaM Hy»KHO aBTOMaTU4ecKoe 3anonHeHne Tabnuy,
6a3bl AaHHbIX - BOCMONb3ynTech nporpammMon ona Windows.

Bbi6epuTe non yenoseka

Co6onb TaTtbaHa NeTpoBHa

Jo6on

®Pamunus

OaTta poxxaeHus

10 pekabps 1995 ropa
Metp

Appec

OtyecTBO

662525, r. [ly6poska, yn. Lonroea, gom 17, keapTupa 835

TenecoH
+7 (954) 142-04-52

LseTt

{ petr.obuhov H

Maponb

29fb2e7f2

AneKTpoHHas nourta

LLlokonagHbiit

JNoruuH

petr.obuh outlook.com

SrosuTe EB 4

OcCTaBUTb OT3bIB MoppepXuTe NpoeKkT

OTBeTbTE NOXKanyicTa Ha Napy BOMpPoOcoB

TatyanaSobol965

Maponb
cwMHuUOKH803p

Xouy gpyroro nonb3osartens OgHopasosas noyta

N5 Kaku1x Lene Bbl UCMoNb3yeTe AaHHbIN cepBMC?

Ba

leHepaumit 3a Bce BpeMsi: 28 154 896



https://randomdatatools.ru/
https://randus.org/
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AOMOAHUTEAbHbIE MHCTOPYMEHTDI ciscron

3ALLMTUTb PETABHBIM AAPEC BALLEM DAEKTPOHHOM MOYTbl MOXKHO C
MOMOLLLBIO CAEAYIOLLIMX CEPBUCOB:

https://simpleloqgin.io/

https://anonaddy.com/

VS\vrTELErI?L:ZgLT Community v Pricing Login m ,‘,E AnonAddg Help FAQ Blog Pricing Sign In

Receive and send emails anonymously ‘ : OPEN-SOURCE 02

With email aliases, you can be anonymous online and protect your X H .
Anonymous Email

inbox against spams and phishing. Open source. Made and hosted

in Europe. Forwa rding

Get your aliases for free >> gro om facebook@alias.com o o Create Unlimited Email Aliases For
: Free
800,000+ al d ;

my-real-email@example.com

How Does It Work?

As seen on

(69)

1. Register Your Username

Let's say your username is johndoe. You can now use

N\

n (or .me) as your email. Where *

alid local part for an email address.

If you would like to remain anonymous choose a username

e

that is not link eal name or identity and that you

haven't used anywhere else.

How it works

You can also create aliases at shared domains if you are

Shield your inbox with email aliases. concerned about others linking alias ownership to you.



https://simplelogin.io/
https://anonaddy.com/
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CepBl/ICbI AAA TTIOMCKA TeOAOKAUMMM HeAOBeEKA.

hitps://aithub.com/Alb-310/Geogramint

https://github.com/thewhiteh4t/seeker

https://aithub.com/Bafometéé66/Bigbro



https://github.com/Alb-310/Geogramint
https://github.com/thewhiteh4t/seeker
https://github.com/Bafomet666/Bigbro

Geogramint

L$ pip3 install -r requirements.txt

Defaulting to user installation because normal site-packages is not writeable
Requirement already satisfied: telethon in /home/aldenteman/.local/lib/python3
.10/site-packages (from -r requirements.txt (line 1)) (1.25.4)

Requirement already satisfied: trio in /home/aldenteman/.local/lib/python3.10/
site-packages (from -r requirements.txt (line 2)) (0.22.0)

Requirement already satisfied: kivy in /home/aldenteman/.local/lib/python3.10/
site-packages (from -r requirements.txt (line 3)) (2.1.0)

Requirement already satisfied: kivymd in /home/aldenteman/.local/lib/python3.1
0/site-packages (from -r requirements.txt (line 4)) (1.1.1)

Requirement already satisfied: kivy-garden in /home/aldenteman/.local/lib/pyth
on3.10/site-packages (from -r requirements.txt (line 5)) (0.1.5)

Requirement already satisfied: mapview in /home/aldenteman/.Tlocalt/tib/python3.
10/site-packages (from -r requirements.txt (line 6)) (1.0.6)

Requirement already satisfied: rsa in /home/aldenteman/.local/tib/python3.10/s
ite-packages (from telethon->-r requirements.txt (line 1)) (4.9)

Requirement already satisfied: pyaes in /home/aldenteman/.locat7/1ib/python3.1@
/site-packages (from telethon->-r requirements.txt (line_2)) (1.6.1)
Requirement already satisfied: sniffio in /usr/lib/python3/dist-packages (from
trio->-r requirements.txt (line 2)) (1.2.0)

Requirement already satisfied: attrs>=19.2.0 in /home/aldenteman/.local/lib/py
thon3.10/site-packages (from trio->-r requirements.txt (line 2)) (22.1.0)
Requirement already satisfied: async-generator>=1.9 in /home/aldenteman/.local
/lib/python3.10/site-packages (from trio->-r requirements.txt (line 2)) (1.10)
Requirement already satisfied: outcome in /home/aldenteman/.local/lib/python3.
10/site-packages (from trio->-r requirements.txt (line 2)) (1.2.0)

Requirement already satisfied: idna in /home/aldenteman/.local/lib/python3.10/
site-packages (from trio->-r requirements.txt (line 2)) (3.4)

Requirement already satisfied: exceptiongroup>=1.0.0rc9 in /home/aldenteman/.1l
ocal/lib/python3.10/site-packages (from trio->-r requirements.txt (line 2)) (1
.0.0rc9)

Requirement already satisfied: sortedcontainers in /usr/lib/python3/dist-packa
ges (from trio->-r requirements.txt (line 2)) (2.4.0)

Requirement already satisfied: docutils in /home/aldenteman/.local/lib/python3
.10/site-packages (from kivy->-r requirements.txt (line 3)) (0.19)

Requirement already satisfied: pygments in /usr/lib/python3/dist-packages (fro
m kivy->-r requirements.txt (line 3)) (2.12.0)

Requirement already satisfied: pillow in /usr/lib/python3/dist-packages (from
kivymd->-r requirements.txt (line 4)) (9.2.0)

Requirement already satisfied: requests in /home/aldenteman/.local/lib/python3
.10/site-packages (from kivy-garden->-r requirements.txt (line 5)) (2.28.1)
Requirement already satisfied: kivy-garden.mapview in /home/aldenteman/.local/
lib/python3.10/site-packages (from mapview->-r requirements.txt (line 6)) (1.0
.6

Pn:uirnmnnf alraaduv caticfied: nrllihi¢1 27 5=1 21 .1 in /ucsr/lih/nuthan3/dict-
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L—$ git clone https://github.com/Alb-310/Geogramint.git
Cloning into 'Geogramint'...
remote: Enumerating objects: 72, done.
remote: Counting objects: 100% (72/72), done.
remote: Compressing objects: 100% (59/59), done.
remote: Total 72 (delta 19), reused 54 (delta 8), pack-reused 0
Receiving objects: 100% (72/72), 2.68 MiB | 109.00 KiB/s, done.
Resolving deltas: 100% (19/19), done.
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seeker ek A

L ¢ git clone https://github.com/thewhiteh4t/seeker.git Ry ok
Cloning 1into 'se(?ker' 2 o Visit http://localhost:4040/ to inspect, replay, and modify your requests
remote: Enumerating objects: 1340, done.
remote: Total 1340 (delta @), reused @ (delta 0), pack-reused 1340 & Session Status online
Receiving objects: 100% (1340/1340), 3.88 MiB | 50.00 KiB/s, done. Account I (Plan: Free)
Resolving deltas: 100% (654/654), done. version : a
Region Europe (eu)
Latency 56ms
Web Interface http://127.0.0.1:4040
Forwarding https://5b7b-79-139-185-167.eu.ngrok.io -> http://localhost:8080
Connections ttl opn rtl rts ps5e@ poaQ

0 0 0.00 0.00 0.00 0.00

L¢§ ./install.sh
[!] Installing Dependencies...

Python3 - Installed
Pip - Installed

PHP - Installed
Requests - Installed
Packaging - Installed



$ python3 seeker.py

¥ vl o Nl a3

e VN N

7 >\ >\ I SRR LS
\/ \/ \/ \/

[>] Created By : thewhiteh4t
|---> Twitter : https://twitter.com/thewhiteh4t
|---> Community : https://twcircle.com/

[>] version : 1.2.8

[!] select a Template :

[@] NearYou

[1] Google Drive

[2] whatsApp

[3] whatsApp Redirect
[4] Telegram

[5] zoom

[6] Google ReCaptcha
[>] 1

~ [+] Loading Google Drive Template...
[+] Enter GDrive File URL : https://docs.google.com/document/d/1UHMIBYXxPFOFumz4EnNF4nc-SFOfErur/edit7usp=sharingsouid
=10038000947581396286456rtpof=truessd=true

_[+] Port : 8080

[+] Starting PHP Server...[ v« ]

] Waiting for Client...[ctrl+c to exit]
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[+] starting PHP Server...[ v ] Visit http://localhost:4040/ to inspect, replay, and modify your requests
[+] waiting for Client...[ctrl+c to exit] Sassion Status oV e

| ) e Account _(PT‘.an: Free)
[!] Device Information : Version 3.1.0

. Region Europe (eu)
[+] os : Android 12
. Latency 53ms

{j Eﬁﬂtﬁﬁfzs ¥ v aaECHAA Web Interface http://127.0.0.1:4040
[+] RAM = Forwarding https://5b7b-79-139-185-167.eu.ngrok. iofEell I {HFATEIN IS E: 1T

1 f v 2 i
{:] ggg i G ﬁsji\i—(j?? Connections ttl opn rtl rts p50 pgae
[+] Resolution : 412x915 - 0 0.01 0.00 0.00 0.00
[+] Browser : Chrome/106.0.0.0

[+] Public 1P
[1] IP Information :

[+] Continent : Europe

[+] Country : Russia
[+] Region : Moscow
[+] city : Moscow
[+] org : PJSC Moscow city telephone network
[+] 15P : PJSC Moscow city telephone network

['] Location Information :

[+] Latitude : | dec

[+] Longitude : NN dec

[+] Accuracy : 15.213000297546387 m
[+] Altitude : 184 m

[+] Direction : Not Available

[+] Speed : Not Available

[+] Google Maps : https:/‘/www.google.com/maps/place/_

[+] pata saved : /home/JJ I sceker/db/results.csv

[+] waiting for Client...[ctrl+c to exit]
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TafiHa 3To Ge3onacHocTh, a Ge3onacHocTb 3To nobepa
BufiepuTe BEpcMR BNA 3anyeHA L. SN

| b 8 [ | \
| $$$$585\ \$$ ______ | $59$888\ ______ ______
(1) Termux | $$__/ $$1 \/ \ | $5__/ $% / N \
& R iR | $  $$1 $S1 $$6$95\ | $5  $51 S$995%\| $95545\
= ot B Tl
) | $$__/ $51 $S1 $5__|I | $%__/ $5I 1 $$__/
W R g e | $$7 $$18S\$5 $8 |85 S| § \$§ 88
( 4 ) NMonyunTb MONHyk Bepcui \$$$$955  \3$$ _\$$$$$§; \$$5$5%% \§$ \$$58$%
| |
\$$  $$
- Bafoméd production —> BBepuTe HoOMEp ONUMM: \$$$$$$

HoBan apxeTukTypa X@com, big brother 13.0

CkayaTb nonHyw Bepcuiw framework: https://t.me/osint san_ framework

[ 1] Nearyou [ 11 ] Bnorep pagom [ 21 ] Apyr Bokpyr [ 21 ] ceoboguiit
[ 21 nNoropa [ 12 1 Kypcm Skillbox [ 22 ] Bupxa bitcoin [ 32 1 ceobogssiit
[ 31 Hostel [ 13 1 nNyywee cBugaHue [ ] Kapuwepuur asTo [ 33 ] ceobogHbiit
[ 41 Asuabunets [ 14 1 Baux doTorpad [ 24 1 Portugal gpyssa [ 34.1" CeoBogHsiii
[ 5] YouTube [ 15 1 Premium ngrok [ 25 ] Ceobogmuit [ 35 ] CeobogHeiit
[ 1 nMourta PO [ 16 ] 3HaxomcTBa, ceKkc [ 26 ] CBoGopgnuit [ 36 1] Csobogmbiii
[ 71 Telegram [ 17 1 onupt B pernoue [ 27 ] Ceobogusit [ 37 1 CeoBogusiit
[ 8 1 nNpocTutyHgep [ 18 1 Typusm, oTgpix [ 28 ] Ceoboauit [ 38 ] ceoGogHeiit
[ 9 1 Fast Jobs [ 19 ] Bnuxaiiumii pectopan [ 29 ] CsoGopaHslil [ 39 ] cBobogHsiit
[ 10 ] Bitcoin [ 20 1 wrpa " Taiira " [ 30 ] cCeobogHuit [ 40 ] cBobogHulit

[ @1 nNokuHyTe

L_> Bafoméd production —> Beegure Homep caiita: 12
t=2022-10-21T14:21:10-0400 lvl=warn msg="can't bind default web address, trying alternatives” obj=web addr=127.0.0.1:4
040

OYHKUMA NOBNM A0N6ae60B NepexofAuMX Mo CCHAKaM 3anyujeHa, Bui6PaHHbl CaiT aKTUBUPOBaH.

https://1648-79-139-185-167.ngrok.io -> https://localhost:8767

UTNpasBT¢ ChiNKY KepTBe ...
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@ abe4-79-139-185-167.eu.ngrok.io/#team

X Bafoméd production —> ‘ ‘ 12
t=2022-10-21T14:34:57-0400 lvl=warn msg="can't bind default web address, trying alternatives" obj=web addr=127.0.0.1:4

...ngrok.io 3anpalunBaeT paspeLleHme Ha: s

9 A4O0CTyNn K AaHHbIM O BalleM MeCTOMNMON0XeHUN

OyHKUMA noBNW pontaeboB NepexofAWMX MO CCHNKAaM 3anyleHa, BblOpPaHHBIM CalT aKTMBMPOBAH.

https://8606-79-139-185-167.ngrok.io -> https://localhost:8767
Paspewwmtb Bnrokuposatb O R A S S S ; g g o

IP address xepTBbl . @0 |
OnepayHoHHan CUCTEMa :
Bepcua cucTemsl -

KonuyecTteo apep H
HasBaHne Gpaysepa :
Bepcua bBpaysepa :
ApxutexTtypa Un -
PaspeweHue 3KpaHa :

BpemeHHan 30Ha H
A3bIK CHCTEMDI :

KoopaWHaTs uenw: [ _ ) . _

CaiiTel ¢ reonoKauyWel OTKPLITHI

U
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OSINT CTF
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: \_A
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Mma 1 oaMMAS
BospacTt
MeCTO XXUTEALCTBA (CTPAHA, FOPOA)
1 MecTo paboTbl M AOAXKHOCTb
M. Mainz, OnoAor g
LLBET rAQ3
Homep TeAnedooHa

HeAQBHME NyTELLECTBUS




Resep@SINEETE

Maigret OSINT bot
bot

| mmainz

Finished! 02:20

‘ mmainz

54 exact accounts found:

YandexCollections API, Twitch, GitHubGist, MicrosoftTechNet,
social.msdn.microsoft.com, Imgur, YouTube User, Nitter, Reddit,
AppleDiscussions, Baidu, GitHub, Telegram, Trello, Fiverr, Roblox,
Blogger, Steam, Academia.edu, Disqus, euw.op.gg, Dribbble, Docker
Hub, DEV Community, Gog, NPM, Picsart, HackerOne,
FortniteTracker, Pixwox, hashnode, giters.com, Codewars, Hoobly,
RubyGems, Keybase, Libraries, lightstalking.com, Steamidfinder,
Paypal, githubplus.com, RPGGeek, rbix.trade, VideogameGeek,
Askvoprosy, coder.social, Anapakurort, tg.rip, Crowdin, Poshmark,
Quizlet, Tf2ltems, exploretalent.com, padlet.com

mmainz.json
469 B
° report_mmainz.html
182.0 KB o228

02:28

Q O

mmainz .20 W/

Moscow OSINT meetup Ne3 [
METOAbI QHOHUMM3ALLMM B CETU: | ot
KOK MCKQATb, HO HEe ObITb

&\V}m

MO>XHO MPEAMOAOXMTb, 4TO “M.” 3TO
nepBas OYkKBA MMeHM, A “Mainz” 310
ADAMMAUG.

AAS HOYOAQ BO3bMEM HECKOABKO
COMBIX OYEBMAHbBIX BO3MOXXHbIX
HUKHEMMOB;

mmainz
mMmainzm
mainz
m.mainz
mainz.m

BOCMNOAB3yEMCH MHCTPYMEHTOM
maigret
(https://qithub.com/soxoj/maigret) Aas
ONPEAEAEHUNT HO KOKMX CAUTAX
30PEMCTPUPOBAH KOXKAbIM HUKHEMM.



https://github.com/soxoj/maigret
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Maigret OSINT bot
botg O\ [I]

mainzm .12 W/

mainzm

Finished! 02:12

mainzm

22 exact accounts found:

YandexCollections API, GitHubGist, GitHub, Roblox, Duolingo, last.fm
, Anime-planet, VSCO, Gramho, Picsart, lightstalking.com, Paypal,
githubplus.com, rbix.trade, Kik, Askvoprosy, coder.social, .com,
exploretalent.com, inaturalist.nz, irl.com, inaturalist.org

‘ mainzm.json
8718B
02:15 &
‘ report_mainzm.html
124.8 KB 02:15 »
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Maigret OSINT bot
bot

| mainz

Finished! 02:29

| mainz

223 exact accounts found:

YandexCollections API, GitHubGist, Twitch, Naver,
My.Mail.ru@mail.ru, YouTube User, Reddit, WordPress, Imgur,
MicrosoftTechNet, Nitter, social.msdn.microsoft.com,
AppleDiscussions, Baidu, GitHub, SoundCloud, Slack, CNET, linktr.ee,
Behance, Pinterest, Pornhub, Roblox, Zhihu, Blogger, Rutracker,
Mozilla Support, opensea.io, Issuu, Freelancer.com, Championat,
Disqus, giphy.com, MyAnimelList, Redtube, Discogs, Eksisozluk, note,
Ameba, 123rf, Ultimate-Guitar, Pikabu, sports.ru, Kaskus, Myspace,
Dribbble, drive2, Plurk, Windy, Pastebin, Ccm, Lichess,
profile.hatena.ne.jp, Pathofexile, BodyBuilding, Wykop, Codecademy
, ArchiveOfOurOwn, Docker Hub, MixCloud, Warrior Forum, last.fm,
999.md, Thechive, BitBucket, amp.flipboard.com, Itch.io,
AdultFriendFinder, jeuxvideo, Flipboard, Imglnn, ~~«' *-~t-m22
Sporcle, Gog, banki.ru, Gitee, Newgrounds, Boarc https:// ma[nz.ntch.lo/
Anime-planet, IFTTT, Pokemon Showdown

mainz.json
869 B

| mainz

02:36 4

, VSCO, kwork, Typeracer, About.me, Gramho, Computerbase,
Picsart, FortniteTracker, Freesound, ProductHunt, 3ddd, Proza.ru,
TheSimsResource, Pixwox, Smule, Pbase, interpals, Giantbomb,
Picarto, Infoseclnstitute, Armorgames, DigitalPoint, Folkd,
Launchpad, Ariva, forums.digitalpoint.com, Dumpor, Etxt,
geocaching, DonationsAlerts, couchsurfing, igromania, Kinja,
Shikimori. Star Citizen. E621. YouNow. imgsrc.ru. Hooblv. ProtonMail

TF

Q @ :

mainz 02:29 W

Maigret OSINT bot
bot

mainz

, VSCO, kwork, Typeracer, About.me, Gramho, Computerbase,
Picsart, FortniteTracker, Freesound, ProductHunt, 3ddd, Proza.ru,
TheSimsResource, Pixwox, Smule, Pbase, interpals, Giantbomb,
Picarto, Infoseclnstitute, Armorgames, DigitalPoint, Folkd,
Launchpad, Ariva, forums.digitalpoint.com, Dumpor, Etxt,
geocaching, DonationsAlerts, couchsurfing, igromania, Kinja,
Shikimori, Star Citizen, E621, YouNow, imgsrc.ru, Hoobly, ProtonMail
, Coroflot, Weblancer, Jetpunk, Datpiff, TruckersMP.com, Tripster,
Mpgh, MeetMe, ICQ, Tellonym.me, Bookcrossing, 7Cups, Periscope,
Djagi, Libraries, 4gameforum, Sprashivai, Dating.Ru, WOW Circle,
Tripline, Steamidfinder, lightstalking.com, monitoringminecraft.ru,
free-otvet.ru, 21buttons, F3.cool, Niketalk, elibrary.tips, Cmet4uk,
Paypal, RPGGeek, Chpoking, SportsTracker, githubplus.com, Root-
me, www.kinokopilka.pro, jAlbum.net, ProfilesTigweb

VSCO®
Page Not Found
Launching soon

VSCO

02:36

mainz

, 4stor, rbix.trade, MinecraftOnly, eintracht, 2d-3d, Porevo, Wireclub,

Moscow OSINT meetup Ne3
MeToAbl AHOHMMM3ALUMM B CeTH:
KOK MCKQATb, HO HEe ObITb

HAMAEHHbBIM
@dukera
Q @ :
»
v

=

A
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Maigret OSINT bot
bot Q@

mainz

, 4stor, rbix.trade, MinecraftOnly, eintracht, 2d-3d, Porevo, Wireclub,
Kik, Lkforum, VideogameGeek, Xbox Gamertag, Askvoprosy,
Thebuddyforum, Hatena, 1001mem.ru, izmailonline.com, Play.md,
coder.social, Stoimost, Anapakurort, ForumProSport,
Archive.orgTwitterProfiles, Bandlab, Bikemap, Chomikuj.pl, Cults3d,
Fansly, Forumprawne.org, GeniusArtists, Friendfinder, Grailed,
Friendfinder-x, Joemonster, Cytoid.io, Liebe69, MapMyTracks,
Mcuuid, Prv.pl, Poshmark, Quizlet, Rumbleuser, Splice, Suzuri.jp,
Runescape, Tetr.io, Tf2ltems, Vine, .com, .pro, .me, .biz, .ddns.net,
.email, forum.cfx.re, cnblogs.com, Pixilart, hiveblocks.com,
flipsnack.com, exploretalent.com, padlet.com, profile.typepad.com,
irl.com, postcrossing.com

4stor.ru

mainz » CTpaluHble ucTopmuu
CTpallHble ncTopun, MUCTUHECKne nctopun. Ictopmun ns XusHu u
BblAyMaHHble uctopnun. CTpaLLnaKun.

‘ report_mainz.html
423.1 KB 03

02:36 o
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Maigret OSINT bot
botg O\ [j']

m.mainz g2.:3¢ W/

I m.mainz

Finished! 02:36

| m.mainz

17 exact accounts found:

YandexCollections API, euw.op.gg, Pixwox, Pbase, Dumpor, Hoobly,
Wanelo, lightstalking.com, Kik, Askvoprosy, coder.social,
Anapakurort, GeniusArtists, Suzuri.jp, .email, .biz, padlet.com

. m.mainz.json
871 B
02:39 »
‘ report_m.mainz.html
113.1 KB 02:39 g
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Maigret OSINT bot .
bot ° O\ [:U

mainz.m .40 W

mainz.m

Finished! 02:40

mainz.m

12 exact accounts found:

YandexCollections API, Pbase, Hoobly, Askvoprosy, Anapakurort,
GeniusArtists, Suzuri.jp, .me, .biz, .email, exploretalent.com,
padlet.com

mainz.m.json
871B b

02:41

report_mainz.m.html

. 106.0 KB 02:41 e
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ByA€M CUCTEMATUIUMPOBATL MOAYYEHHbIE AQHHbIE B MPorpamme maltego. Mepebpas BCe NCEBAOHWMMbI, BAPUAHT Mainzm AGA HOMbBoAee
PEAAUCTUYHbBIE PE3YABTATbI, €I0 U BYAEM PACCMATPUBATD.

5 3

M. Mainz

\J

@ ® @] @ @
i, ., o, o™ i,

mainz.m m.mainz mainzm mmainz mainz
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EcAn nepentn Nno ccoiake Ha Facebook (hitps://www.facebook.com/mainzm) 10 YBUAMM HEAOBEKQA C
mmeHem Maik Horn. Ha M. Mainz He o4eHb NMoXoXe.

ﬁ Q Mouck Ha Facebook o Py Haiitu ppyseit

Maik Horn @ Coobwenve

My6nukauumn NHdpopmauus Opy3bs ®doTo Bupeo My3bika Ewe v

Kpatkas uHpopmauus My6nukauum 25 dUNLTPBbI

Steve Cutts

. Maik Horn
N\ Moanucumku: 1 Yenosek 25 ¢espanb 2019 1. - Change.org - @

Hey! What are you uploading?
The internet is being endangered

by article 13.
Help saving it!

www.savetheinternet.info

Featured


https://www.facebook.com/mainzm
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[0 Overview [J Repositories 2 [ Projects @ Packages ¢ Stars

Mposepmm Github. UMma n doammang BAOAEAbLLG Mario
Mainz. B penosmutopumm my.first.repo ects doama main.cpp
C NPOrPAMMOM. B NPOrpamme HAC XXAET MNPUIATHAS
NOACKQO3KA, KOTOP A TOBOPUT O MPABUABHOCTM
BbIOPAHHOIO MyTK.

Popular repositories

my.first.repo Public my.second.repo Public

@C++

6 contributions in the last year 2022

Oct Nov  Dec  Jan Feb  Mar  Apr  May Jun Jul Aug  Sep  Oct

Mon
Mario Mainz Wed
mainzm Fri L
a

Follow Learn how we count contributions

H mainzm / my.first.repo ( Pubiic

<> Code () Issues 19 Pullrequests () Actions [ Projects () Security |~ In <> Code (O lssues [ Pullrequests () Actions [ Projects (© Security |~

¥ main v+ my.first.repo / main.cpp
¥ main ~ ¥ 1branch © 0 tags

. mainzm Add files via upload

‘ mainzm Add files via upload
Ax 1 contributor

[y README.md Initial commit

[ main.cpp Add files via upload bR | e A
#include <iostream>

README.md

{

i &

2

3 int main()
4

5 std::cout << "I'm a biologist!\n\n";
6

}

masr fivad wave .~
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3AMETHMM, 4YTO MAINZM - EAUHCTBEHHbIM HUKHEUM, KOTOPbIM MMEET NPOdomAb Ha cawmte iNaturalist. 310
COLIMAABHAA CETb AAA Y4EHbBIX-OMOAOTOB M BCEX 3AMHTEPECOBAHHbIX, CO3AAHHASA AAY KOAPTOrPAJOUPOBAHMUS
M ONMUCAHUA HOBAIDAEHMIM 30 DMOPA3HOODPA3IMEM 3EMAM.

mainzm

L Mpodunb i\ Ha6nopenns @ Kanenpapb

i Ha6nogexus
Bupg
UpeHTUdMKaumm
CoobLieHus B KypHane
Cnucku

Moanucumkm

¥ MaeHTndHKaumm iE Cnnckm @ Kypnan % daBopuTbI =8 MpoeKTbl

Mario Mainz Buamm Mario Mainz, a Takxe
AOAXKHOCTb M YYEHYIO CTEMEHD
HOLLEro HE3HAKOMLLA -
Npodoeccop, AOKTOP.

Peructpauus: Okt 06, 2021 O MocnepHas akTMBHOCTL: OKT 21,2022 @ iNaturalist

Prof. Dr.
https://vk.com/97mario79

NoanucaH Ha O yenoBek B npodomae npukpenaeHa
CCbIAKQ HQA CTPpaHMLLY BKOHTOKTE.

mainzm HX Ha KOro He noZnmcaH.



Resep@SINEETE
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M. Mainz
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m.mainz mainzm mmainz

O T

@
&

mainz.m

(2]
i,
mainz

—_Mmaigret

ymaigret = T
i D

maigret

https://github.com/mainzm https://www.facebook.com/mainzm https://inaturalist.org/people/...
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Bocnoab3zyemcs gitcolombo (https://github.com/soxoj/gitcolombo) 1 MPOAHAAMIUPYEM PEMO3UTOPMUMN.
TAKMM ODPA30M, MOAYYMM MOYTY: Mario.mainz.de@gmail.com

kali@kali: ~ kali@kali: ~/gitcolombo b3 v

[:—(kali7~kali)—[~/gitcolombo]

$ ./gitcolombo.py -u https://github.com/mainzm/my.first.repo
Cloning into 'my.first.repo'...

remote: Enumerating objects: 6, done.

remote: Counting objects: 100% (6/6), done.

remote: Compressing objects: 100% (4/4), done.

remote: Total 6 (delta @), reused 0 (delta 0), pack-reused 0
Receiving objects: 100% (6/6), done.

INFO: Resolving GitHub usernames, please wait...

Analyze of the git repo(s) "my.first.repo"

Verbose persons info:

Name: Mario Mainz
Email: mario.mainz.de@gmail.com
Appears as author: 1 times

Verified account:

https://github.com/mainzm
Also appears with:

GitHub noreply@github.com

Name: Mario Mainz
Email: 116330840+mainzmgusers.noreply.github.com
Appears as author: 1 times

Verified account:

https://github.com/mainzm
Also appears with:

GitHub noreply@github.com

Name: GitHub
Email: noreplyagithub.com
Appears as committer: 2 times

Also appears with:
Mario Mainz mario.mainz.de@ggmail.com
Mario Mainz 116330840+mainzmgusers.noreply.github.com

Matching info:

Mario Mainz is the owner of emails:
116330840+mainzmgusers.noreply.github.com
mario.mainz.de@gmail.com

Statistics info:

Total persons: 3


https://github.com/soxoj/gitcolombo
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@ @ @ ® @
.* .* .* .* .*
mainz.m m.mainz mainzm mmainz mainz

__—

maigret

https://github.com/mainzm https://www.facebook.com/mainzm https://inaturalist.org/people/...
/ \
gitcolombo / \
\4 | 4 4

@ W 2

mario.mainz.de@gmail.com https://vk.com/97mario79 Prof., Dr.
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BocrnioAbzyemcs MHCTpyMeHTOM holehe (hitps://github.com/megadose/holehe), 4tobebl y3HATL, rae
NOAYYEHHbIM HOMM eMAil AAPEC 3APEMMCTPUPOBAH. C camnTa adobe.com NOAYyHOeEM ABE NOCAEAHME

LMdopbl HOMEPA TEAETDOHAQ.

kali@kali: ~ kali@kali: ~ N .

e e e e e s o e e e o ok ok e e o ok ke e o o ke ke e ok ke e e ok

******************************


https://github.com/megadose/holehe
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[lepenaemM No AAPECY CTPAHMULBI BK M noCMOTPUM MPOdomAb. B MpOodonAE €CTb HOCTb MODUMABHOTO
TEAEdOOHA M PA3AMYHBIE dOOTOrPAMDMU. TAKKE MOXKHO MPOBEPUTL MCEBAOHUMM 97mMario/9. UMetoT Am
3HQYEHMA YUCAQ 97 1 79%¢

MogpobHas nHdopmMauus X

@ 97mario79

JInyHasa nHpopmauus

A3bIKK: Pycckuii

Mapwuo MaiiHy

BT KoHTakTHas uHpopmauums

Mo6. TenedoH: +7 (922) 182-*6-**

Monb3oBaTenb Noka He fo6asun apy3sen
M He nognucancsa
Ha coobliecTBa

MokasaTb BCé
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COBMELLLOS OTPbIBKM HOMEPOB TEAEADOHA, MOAYYOEM +/7922182677. Tenepb HEODXOAMMO nepedbparts 10
BAPMAHTOB HOMEPOB TEAECDOHOB. [onpobyem mx MCKATb B Telegram, MOACTOBAAS KAXAbIM B CCbhIAKY
https://t.me/+number BmecTto number
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[lepebpaB BCE HOMEPA, HOXOAMM Telegram-akkQyHT C tmeHem Mario, dootorpadomen M NCEBAOHUMOM
@m41nzm. Kak BUAMM, MCEBAOHUM YKA3bIBAET HO ADAMUAMIO Mainz. LIBET rAQ3 - 3€AEHbIN.

User Info W ¢ X

Mario

last seen within a week

@ +7 922 182 9677
Mobile

@m41nzm
Username

ADD TO CONTACTS

Q Notifications «

SEND MESSAGE

Share this contact

@ Block user
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Mbl HOLLIAM O MapmO MAMHLLE BCE KPOME BO3PACTA, MECTA XMTEABCTBA, MECTA PADOTHI M HEATBHMX
nytewuectsmm. lNonpobyem Hamtm Mapmo Ha Facebook Bpy4HYIO. [TOCAE MPOCMOTPA KOXKAOM CTRAHMLLBI
HATBIKAEMCA HO CTpaHuLLY (hitps://www.facebook.com/profile.php2id=1000846947483845) ¢ dooTo,
KOTOPbIE BUAEAM B MPpOodomae BK. AeHb POXAEHMI HOLLAM, A TOA POXAEHMI 1979, 4TO MOXHO CBA3ATb C
NCEBAOHMMOM 27mario’9.

‘ Mario Mainz

®oto Mario Anb60oMmbl

BUTH ‘ @ CoobuieHne

Mario Mainz

My6nukauum NHdopmauums Opy3bsa ®doTo Bupeo MoceleHus Ewe v

UHdopmauumsa KoHTakTHasi uHpopMaLms

=57 mario.mainz.de@gmail.com

ONneKTPOHHbIN agpec

O6wwme ceegeHus

Pa6orta un o6pasoBaHue

Be6-caiiTbl u couuanbHble ceTu
MecTa npoXXueaHus

CO HeT ccbinok
KOHTaKTHas U OCHOBHas
nHpopmaums

OcHoBHas MHopMauus
CeMbs 1 OTHOLIEHUS .

e» 24 anpens

—
NHdbopmaums o Mario HRata poxpeHus

1979

Cob6bITUA U3 XXU3HU
loa poxpaexus
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OB6pATMM BHUMAHME HO aabboM “Irip” Ha Facebook. C nomoLLbio meTtoaoB GEOINT, 0 KOTOPbIX 4
PACCKQA3bIBAOA HO NPOLLAOM AOKAQAE (https://www.youtube.com/watchev=24NagKYSVXUJ, Mbl MOXEM
BbIMMCAUTB, HTO HEAQBHAS MOE3AKA ObIAQ COBEPLLEHA B TypLMIO.

Mario Mainz

Mario Mainz

My6nvkauum UHdbopMaLms Opy3bs doTo Bugeo MoceleHuns Ewe v My6nukauun NHdpopmaumsa Opy3ba ®doTto Bupgeo lNoceweHus Ewe v

®oto trip

DoToMaTio GOt 1 ny6nukaums - 3 06beKTOB - 1 coaBToOp -

o5 Hpaeutcs (D) KommeHTupoBaTh

just walking from work trip
12 obbekTOB 3 obbekTa


https://www.youtube.com/watch?v=94NaqKYSVXU
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A aabbom “just walking from work”, a Takke dootorpadomm m3 BK ykasbIBAKOT HO TO, 4TO MApPUO
>KMBET B [ToTCAOME, [€PMAHUA 1 PADOTAET NPOJOECCOPOM B YHUBEPCUTETE [TOTCAOMA.

PoTo 13 BK Poto n3 Google
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KAK MCKQATb, HO HE ObITb
HOMAEHHBIM
@dukera
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”

MM m doammamg: Mario Mainz

Bo3pacT: 43 road

MeCTO XMTEABCTBA (CTPAHA, TOPOA): fepMaHUg,
[loTCAQM

MecTo paboThl M AOAXHOCTb: YHUBEPCUTET [1OTCAAMAQ,
npodoeccop

LLBET rAQ3; 3€AEHbIM
Homep tTeaedooHa: +79221829677

HeaAdBHUE NyTeLLECTBMA: TypLMS
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https://t.me/osint mindset https://t.me/infosec dukera
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